Simeio Uses Securonix
Next-Gen SIEM on AWS for
Advanced Threat Detection

CASE STUDY

Company Profile

Security Monitoring with Securonix

Simeio is an identity and access
management (IAM) solution
provider that leverages AWS
cloud infrastructure to deliver
integrated IAM solutions such as
access governance, privileged
identity management, and identity
administration. Simeio, with its
end-to-end identity management
solution offering, protects over 150
million identities across on-premise
and cloud infrastructure for its
customers across the globe.

The Simeio solution handles sensitive data in the form of customer
personally identifiable information (PII) which includes customer identity
data and account information. Additionally, Simeio, being a software
product company, has sensitive intellectual property (such as software
code) that it needs to protect against internal and external compromise
and misuse.
Simeio seleced Securonix Next-Gen SIEM because:
• It’s flexible, software as as service deployment model.
• Use of AWS infrastructure that provides secure and reliable hosting of
security events.
• Securonix’s leading-edge machine learning-driven approach to
detecting advanced insider and cyber threats.

Securonix Cloud Deployment
Securonix Next-Gen SIEM deployed on the AWS platform monitors
Simeio’s on-premises and cloud logs from data sources such as Office
365, AWS CloudTrail, Windows Active Directory, firewalls, and endpoints,
among others. The use cases deployed include insider threat monitoring,
cloud security monitoring, application security monitoring, and cyber
threat monitoring.

Business Benefits with Securonix Next-Gen SIEM
•

Monitoring of Applications and Custom Logs: Securonix supports
any type of data feed, enabling Simeio to monitor events across all
data sources, including custom applications.

•

Cost Efficiency: Cloud-based SIEM provides full security monitoring
capabilities without the overhead of hosting, configuring, and
managing bulky SIEM infrastruture.
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About Securonix
Securonix is redefining SIEM using
the power of big data and machine
learning. Globally, customers
use Securonix to address their
insider threat, cyber threat, cloud
security, and application security
monitoring requirements.
For more information visit
www.securonix.com.

• Resource Efficiency: Simeio has minimal operational overhead
with Securonix providing a fully managed solution in a secure AWS
envirornment.
• AWS Log Monitoring: Monitoring and visibility into AWS CloudTrail
logs detect any misuse or compromise of AWS infrastructure.
The Securonix cloud platform is SOC2 Type 2 certified. Leveraging the
security capabilities of the AWS infrastructure, along with built-in security
and privacy controls in the Securonix application, Securonix provides
Iconic Engine with a highly secure deployment that meets the company’s
security and compliance requirements.

Business Benefits with Securonix Next-Gen SIEM
Cost Savings: With minimal operational overhead, rapid deployment, and
no hardware infrastructure cost, Iconic Engine is able to save thousands
of dollars in capital costs, and time and resource expenses.
Improved Threat Detection: Leveraging machine learning and behavioral
analytics, Securonix is able to provide advanced threat detection with
minimal false positives.
Coverage for Cloud Monitoring: Unlike traditional (legacy) SIEMs,
Securonix provides visibility and security to cloud infrastructure and
applications with out of the box connectors and use cases.
AWS Monitoring: Gain visibility into AWS infrastructure and ensure the
security and compliance of the AWS environment.
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