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Safeguarding Against Intellectual Property 
Leakage in the Manufacturing Industry

Company Profile

A Fortune 500 manufacturing 
company founded over 150 
years ago and based in 
America. Currently has just 
over 60,000 employees and 
locations in more than 30 
countries across the globe. 

The Challenge: Protect Intellectual Property 

The client had formed an intellectual property (IP) protection team and put them in charge of 
identifying, classifying, and protecting the company’s IP. The members of the team, once 
engineers, were now in charge of the IP they had originally had a hand in creating. This IP 
resided in a custom application with an IBM DB2 backend and in PTC Windchill.

The Solution: Identify, Classify, and Protect

Before deploying Securonix, the IP protection team conducted a multi-year project to classify 
everything that might be considered intellectual property. They also identified the access 
privileges for each classification of IP. This meant that, when they started deploying Securonix, 
they knew exactly who should have access to which files and what needed to be monitored 
with extreme prejudice. 

Using Securonix, they were able to take the IP classifications and associated access 
privileges and ensure compliance. With the behavior analytics engine turned on Securonix 
was quickly able to learn what normal interactions with these files looks like, and then start 
surfacing high-priority events for investigation. Those first investigations typically resulted in 
the team to fine tune the machine learning algorithms.

The Business Impact

Finding Security Flaws
One day an alert appeared on the dashboard; an unclassified user was accessing a drawing 
that the user had never accessed before. Immediately the investigation team started triaging 
the situation and in a matter of a few hours they discovered a gaping hole in the perimeter. As 
it turned out, there was an artifact left behind in documentation. In an earlier time, partners had 
received datasheets with embedded links to schematic drawings. One of these datasheets 
had not been updated in line with the new security processes, and still linked back to sensitive 
intellectual property stored on internal servers.

Traditional legacy security technologies present, including both security incident and event 
management (SIEM) and data loss protection (DLP), had not been able to identify repeat 
access to internal IP from this channel.

About Securonix
Securonix transforms 
enterprise security with 
actionable intelligence. Using a 
purpose-built security analytics 
platform Securonix quickly and 
accurately detects high-risk 
threats to your organization. 
For more information visit 
www.securonix.com. 




