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Overview 
Duration: 2.5 Hours ​
Format: Self-Paced Training​
Exam format: Online Examination ​
Labs: N/A 

Audience: Administrators, Data Integrators, Content Developers, Security Analyst,Management and 
Sales 

Platform Version: 6.3.1 

 

Description 
 
These topics provide an introduction to user behavior analytics and the cyber security industry, features 
referenced in later courses. 

 

Course Topics 
 
1.​ Types of Attacks 
2.​ Tools to Prevent Attacks 
3.​ Network Security Essentials 
4.​ Next-Generation SIEM and UEBA 
5.​ The Unified Defense SIEM Platform 
6.​ Introduction to Security Operations 
 

Course Objectives 
 
●​ Understand Activities, Roles, and Objectives of Security Operations. 
●​ Discover the Types of Attacks that Can Threaten an Enterprise. 
●​ Review the Tools that are Available to Combat Network Attacks. 
●​ Define Essential Elements of Network Security 
●​ Understand the Advanced Unified Defense SIEM and SIEM/UEBA tools. 
●​ Discover the Essential Elements of the Unified Defense SIEM Platform. 
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Course Requirements 
 
Required Knowledge 
●​ Basic Understanding of networking and network security. 
 
Technical Requirements 
●​ Laptop/Desktop - Mac OS or Windows. 
●​ Environment with dual screens and headset. 
●​ Reliable Internet connection (LAN/Wi-Fi). 
●​ Most current web browser (Google Chrome Recommended). 
​
​
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