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The Evolution of 
Cybersecurity Automation

Towards Human-Governed AI Execution

M O M E N T U M

AI adoption in cybersecurity
is accelerating.

99.6%
have an increased budget for AI in cybersecurity
automation.

96%
say automation is
important.

87%
are using AI to some
extent in cybersecurity
automation.

E X E C U T I O N  B O U N D A R Y

Humans remain in control.

53% favor a human-in-the-loop 
approach to AI 
cybersecurity strategy.

48% use a human-in-the-loop approach in
specific SOC use cases.

32% on average say use cases such as 
alert triage and incident response 
will always require a human in the 
loop.
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W O R K F O R C E  D Y N A M I C S

The SOC workforce
is evolving.

35%
are retraining analysts for
higher value work.

33%
see new skills and roles
emerging around AI
governance, validation and
oversight.

31%
are hiring more specialists
as traditional
cybersecurity roles evolve.

P R O T O C O L S

Governance ma�ers.

42%
have 'defined' or 'managed' AI
governance in place.

27%
say AI governance is
'optimized'.

26%
cite ethical issues as a
leading concern.

I M P L E M E N TAT I O N

Key problems when implementing
AI in cybersecurity.

01 Technology issues

02 Management understanding/buy-in

03

01
02
03Siloed Departments

R I S K  P R O F I L I N G

Leading concerns about AI
in cybersecurity.

Ethical concerns

Understanding the content of 
third-party tools

Dependence on AI or on one AI provider
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